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PREFACE 

The Intern is a Final year law student in Faculty of Law, The ICFAI University, 

Dehradun, having a sincere desire to bring about a change, however miniscule in 

the society by creating awareness among people. Being fortunate enough to 

receive quality education and being able to access the adequate resources the 

intern truly feels it is her duty to share this knowledge with the rest of the society. 

Rakshak Foundation is a wonderful platform that allows students to acquire 

knowledge and gain the required exposure and expertise to bring about a change. 

It helps the interns to channelize their zeal and positivity in the right direction so 

that they can make a real difference in the society. It exposes the interns to various 

policy issues and encourages them to explore innovative solutions which can be 

implemented at all levels. It facilitates sharing of knowledge and brings out the 

best in you. 

Being a law student, the subject area of this research paper was apt and enabled 

the intern to put forth a comprehensive report. Since the intern intends to work as 

a legal researcher in the future, Rakshak Foundation is the best platform to hone 

her research skills and prepare her for her future endeavours.  

The Intern has tried to make an effort to bring forth the issue of inadequacy of 

Indian Laws and enforcement agencies to effectively deal with crimes and law and 

order issues. 
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Executive Summary 

 

‘There are too many laws, but very little justice”, Honourable Justice Palkivala’s 

words spoken by him decades ago sounds more familiar now. Indeed, it is true. 

Despite being well equipped with thousands of laws, India still faces the challenge 

of increasing crime rate. With the rapid development of society, the crime is also 

growing and reaching dangerous levels. The existing laws are not being able to 

curtail this steep rise of the incidence of crimes. Most of these laws are either 

outdated or archaic or needs to be immediately updated to cope with this red alert 

situation.  

This report focuses on two such crimes (dowry and cyber crime) which have 

affected society to a large extent and will have horrifying consequences if not 

immediately checked. As the research topic titled, ‘Primary Data Analysis and 

research on laws” suggests, the aim of the research is to analyse the existing 

legislations with respect to dowry crimes and cyber crimes through primary data 

analysis to chalk out the lacunas in the act and gaps in its implementation while 

taking into account the problems faces by the enforcement authorities.  

The government’s response to the rising incidence of dowry related violence and 

cyber crimes in the form of the Dowry Prohibition Act, 1961 and the Information 

Technology Act, 2000 respectively, failed to give a coherent answer to this surging 

problem. It was soon realised that the provisions of these Act were porous and 

lacked effective measures to deal with these social evils. Dowry demands and 

‘dowry deaths’ not just stayed unabated but also unpleasantly stretched 

compelling the State to survey its hostile anti dowry legislations. Similarly every 

year new forms of cyber crimes surged giving a tough competition to the cyber 

law. To make the task of controlling cyber crimes more difficult for the 

enforcement agencies, the very nature of cyber crime is anonymous, that is, it is 

very difficult to track a cyber criminal. Thus, a relook at these enactments by the 

government paved the way for amendments. 
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The research paper is divided into six chapters which is further divided into sub 

sections for the convenience of the reader. Chapter I deals with a brief introduction 

about the title of this report. In this section the researcher has defined law, 

elaborated on the need for law in any society, and the law enforcement agencies 

such as the legislature, executive, judiciary, police, bureaucracy and citizens. This 

section then discusses the deteriorating law and order situation in India, where 

although crime is increasing in a fast pace, but justice is being delivered at an 

equally slower rate. And as the saying goes, ‘Justice delayed is justice denied’, this 

is exactly what India is facing. Finally this introduces the topic which requires the 

researcher to analyse two such laws- Anti-Dowry laws and the cyber laws to 

explain why these laws have failed to achieve their objectives. The Dowry 

Prohibition Act, 1961 and the Indian Penal code are the two laws that have been 

enacted to eliminate the menace of dowry related crime from society. With respect 

to cyber crimes there is no single specific law dealing exclusively with cyber 

crimes. The Information technology Act has been armed and prepared to deal with 

cyber crimes. This chapter also tries to uncover the innumerable problems and 

issues associated with the effective implementation of these acts, thus establishing 

the goals and objectives of this research paper. The second chapter highlights the 

methodology employed by the intern to conduct the research which includes 

literature survey i.e., extensively studying various reports, journals, case laws, 

commentaries and opinions of jurists, field visits to get a firsthand knowledge 

about the ground realities of these acts, surveys conducted and meeting minute 

with mentors/ experts. Field visits include, travelling to Moradabad, Utttar 

Pradesh to collect the relevant data with respect to the cases registered in the 

police station, interviewing the police officers, victims and judges. Data collected 

from the National Crime Records Bureau was also analysed. Chapter III seeks to 

create awareness about the initiatives taken by the government to restrain the 

growing effects of these crimes. To curb dowry related harassment the Law 

Commission has come up with several reports like the 91st Report on Dowry Death 

and the 243rd report on section 498A of the Indian Penal Code, where certain 

recommendations were given to be implemented. Along with this the 

Parliamentary Joint Committee too was constituted to give recommendations to 
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strengthen the laws. Various judicial decisions and directives too have 

strengthened the laws. In the sub-section dealing with cyber law, the following 

government efforts to combat cyber crime has been discussed: 

- Constitution of Cyber Cells 

- National Cyber Security Policy,2013 

- Central Emergency Response Team- India 

- Data security Council of India 

- Best Practices guidelines 

- Awareness generation.  

The following chapter which is the fourth chapter examines the key findings of the 

literature study and field visits to enable the intern to do a gap analysis in the 

systems. The literature study elaborates the Anti-Dowry Legislations which are, 

the Dowry Prohibition Act, 1961 which defines dowry and strictly punishes 

anyone, who gives, takes, abets the giving and taking and demands dowry. Section 

498A of the Indian Penal Code provides punishment for harassment of wife by the 

husband and his relatives. Section 304B defines dowry death and provides 

punishment for the same. This section also introduces the readers to the 

Information Technology Act, 2000 and attempts to define cyber crime. Cyber crime 

has no statutory definition. It means any crime that is committed with the help of 

computers and other related electronic devices. The various types of cyber crime 

like phishing, pornography, online gambling, spamming, hacking, hactivism, cyber 

terrorism, spoofing, identity theft etc have also been stated. Finally the motivations 

behind cyber crime has been discussed which are, money, personal gains, revenge 

and blackmail, espionage, sexual desires, unreciprocated love, piracy, bullying and 

ideological conflicts. Results from field visits reveal the latest trends and 

development noticed in dowry related crimes and cyber crimes. Some of the 

conclusions which have been drawn from the analysis include the following: 

- Increase in the number of cases filed 

- Pendency of justice leading to slow justice delivery 

- Loopholes in the laws 

- Inefficiency of the police 
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- Large number of acquittals and very few convictions 

- Misuse of the Anti-Dowry laws 

- Women are the main torturers 

- Cyber fraud ,transmission of obscene material using the internet and 

pornography are the major types of cyber crimes that are reported 

 

The final Chapter that is chapter V explores possible suggestion to fill the gaps and 

the scope of each suggestion in the light of the present times. Chapter V is trailed 

by references and appendix.    
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Proposed Action Points 

 

1) Although the laws relating to dowry and cyber crime have been amended 

and updated to keep pace with changing times, but certain aspects of the 

laws still need to be revised. Some amendments and modifications must be 

made to the current laws in force in India, to tackle the crisis situation India 

is facing in terms of dowry harassment and cyber crime. The changes that 

need to be brought about in the Laws have been discussed in detail in 

chapter 5. 

2) In order to prevent the police from doing shoddy investigations which 

ultimately wastes the time of the court and interferes with the 

administration of justice, the whole investigation process must be 

supervised by a senior police officer, who will be individually and 

collectively along with the police officers in charge of the investigation be 

accountable for the quality of the investigation. Incentives should be 

awarded for a thorough investigation. On the other hand punitive measures 

should be given to those who do a shabby job. 

3)  Registration of marriages should be made compulsory. The registrar must 

agree to register the marriage only when a duly signed list of the gifts 

exchanged by parties during the wedding ceremonies is produced before 

the magistrate. This will ensure that the gifts which are exchanges during 

marriages by the parties voluntary are not later on tagged as dowry by 

either of the parties. 

4) Single window rehabilitation centres should be established in cities and 

towns to provide legal, psychological and medical assistance, job-oriented 

training, placement and temporary accommodation to dowry victims. This 

will encourage more such victims to stand up against dowry harassment, as 

one major reason they wish to remain silent is the social stigma the women 

have to live with once they are thrown out of their marital home due to 

various reasons. Most of the times they decide compromise and endure the 

dowry harassment they are subjected to. For this purpose both 

governmental and non-governmental agencies should collaborate. 
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5) If a party has been found to make false complaints of dowry, which is the 

unfortunate reality today, strict punishment should be imposed on that 

party. This must be done to deter parties from misusing the dowry laws in 

the future. 

6) Support groups should be constituted in educational institutions, both 

government and private, comprising of both male and female students. to 

promote the resolve of refusal of marriage if there is dowry, and to support 

the struggle of young people against parental pressure.  

7) Creating awareness about the laws in force to curb dowry harassment and 

cyber crimes. People should be made aware of the various cyber crimes 

they can fall victim to and the various security measures they must 

undertake. Public awareness can curb cyber crime to a great extent. The 

awareness programs which can be undertaken are discussed in detail in 

this report. For this purpose the media and the government agencies must 

join hands. 

8) Funds must be allocated by the government to set up cyber cells in every 

city, town, district etc. Government should also provide funds for regular 

trainings of the officers in charge of investigation of a cyber crime. A 

proposal for this has to be made in the annual budget. The budget does not 

contain any provision for cyber security measures. State as well as central 

government must appoint a minister and constitute a department solely 

responsible for dealing with cyber security issues. A research and 

development cell must also be constituted at the central and state level to 

develop innovative techniques to curb cyber crime as cyber crime is a high 

technological crime. Funds should be allocated by the government for this 

purpose in the budget. Furthermore, government must enter into 

agreements with various reputed technical institutes to recruit qualified 

and competent students to work as analysts and researchers in the R&D 

cells.  

9) Changes in the Judiciary- There are a huge pendency of cases in the 

judiciary. As a result justice delivery has become extremely slow. The 

quality of justice has deteriorated as the judiciary is somehow struggling to 
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cope with so many cases. What needs to be done is to determine the 

number of judges required to dispose a case within a prescribed time, 

assess the shortage of judges faced by every court and make the necessary 

appointments. Vacancies should also be filled regularly. Every judge must 

adjourn a case only when it is absolutely necessary after he is completely 

satisfied. Moreover there should be a performance assessment system in 

place for every single judge who should be held accountable in case of poor 

performance.  

10)  Development of cyber forensic and biometric techniques- This is required 

to provide assistance to the investigating agency in identification, location, 

preservation and extraction of digital information from a computer system, 

to produce it in the form of evidence of cyber crime before the court of law. 

For this cyber forensic techniques need to be developed. A compact cyber 

crime detection mechanism must be developed to deal with collection of 

evidence from computer seized at the scene of crime by extracting hidden 

or deleted information. Biometric techniques can also be used in identifying 

the real perpetrator of cyber crime. For this purpose a computer R&D must 

be established. This can make evidence collection easier.  

11) Collaboration between countries and corporate houses- As cyber crime is a 

global crime, affecting every country, concerted efforts must be taken by 

every country to combat this menace.  Countries must enter into trade 

contracts to export/import technologies and techniques to combat cyber 

crime. In this way advanced countries with advanced R&D will be able to 

help other countries to prevent cyber crime. Moreover agreements must be 

entered into with IT Firms to develop advanced and modern technologies to 

combat cyber crime. 

12)  Creation of a Cyber Army- In the present times, there exists a lack of expert 

professionals to deal with cyber crime and cyber security issues at local 

levels. Create a cyber army at district, state and central levels who will be 

completely a separate entity. The cyber army will be responsible for 

functions like creating awareness, conduct audit of websites, investigations 

and forensic verifications, conduct workshops and seminars, in-house 
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training sessions, register cases regarding cyber crime, dissemination of 

information related to cyber crime to the public etc. It should be an 

autonomous body accountable to the Ministry Of Information and 

Technology. Cyber cells, forensic labs and CERT-In should be brought 

within the cyber army. They should not be entrusted with any other work. 
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1. Introduction 

 

1.1 Background Information 

 

Hart said in his book, “human beings are vulnerable so rule of law required to 

protect them”. Thus, laws are needed to protect and safeguard human beings and 

maintain peace and security in the society. Laws have been in existence for 

thousands of years and serve a variety of purpose. Laws are needed to ensure 

safety of the people. They are needed to prevent criminal activities. They are 

needed to provide justice and fair play. Without law, the people would never 

know their rights and duties. Without law they will not be any order and harmony 

in society. Laws are required to ensure equality among people, to give each 

person equal opportunities. They are needed for the society to love and work 

together and to protect the country from outside aggression and harm. Thus no 

civilised society can function without certain laws and regulations. 

The term ‘Law’ has no universally accepted definition. “Law, in its generic sense, is 

a body of rules of action or conduct prescribed by controlling authority, and having 

binding legal force.” 

The Indian Law and Justice is based on several sources like the Constitution, 

which is the supreme law of the land, multiple statutes, cases laws, precedents 

and customs. The various stakeholders involved in law enforcement are the 

Judiciary, legislature, executive, military and police, bureaucracy, legal 

professionals and the civil society. Each of these stakeholders play an important 

role in law enforcement and each should carry out their functions efficiently.  

However, in the present reality, none of the stakeholders are discharging their 

duties responsible. None of the objectives of law are being effectively achieved. 

Day by day the law and order situation in our society is worsening to appalling 

levels. Rate of crime is increasing and our and our enforcement agencies are 
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falling short in tackling in some way or the other. Numerous reasons can be cited 

for such a sorry law and situation that has become the order of the day today. 

Insufficient police stations, ill-equipped personnel, lack of awareness, political 

involvement, mindset of the people, poorly formulated laws, slow judiciary are all 

reasons that can be provided. In spite of having over a thousand laws, India is 

reeling under excessively high crime rate and poor delivery of justice. Although 

specific laws have been enacted for specific offences, yet, they are being unable to 

tackle crimes. 

This report focuses on two such crimes and the legislations dealing with them- 

Dowry Crimes and cyber Crimes. These two social evils have increased at a 

surprising rate affected every thread of the fabric of society. The laws enacted to 

deal with these crimes have failed to meet their objectives. These crimes have 

developed in various ways and the laws have not been able to cope with it. This 

report aims to study the development and recent trends seen in these crimes, so 

that the exact defects can be accurately detected.  

Dowry has existed in India since ages. Over the years the meaning of dowry has 

been distorted and changed. In the ancient times, no ‘kanyadaan’ was complete 

without ‘Vardakshina’ or gifts given to the groom by the bride’s family. These gifts 

were given voluntarily and willingly without any demand being made. But as time 

flew, the voluntary nature of dowry or gifts disappeared. This practice was used 

as a medium for extortion. People stared demanding heavy dowry during 

marriages and a failure to meet dowry demands led to cancellation of the 

marriage. This practice took a violent turn when the bride started being tortured 

and killed in case her family failed to meet the regular dowry demands of the 

groom’s family. Bride burning, domestic violence, harassment of wife by husband 

and in-laws became very common. Although primarily a hindu practice, this evil 

spread to other religions and communities like muslims as it was now considered 

as way to earn money. To tackle this crime, the Dowry Prohibition Act was 

enacted which along with the Indian Penal Code sought to curb dowry related 

crimes, but to no avail.  In spite of amendments and governments measures this 

social evil still exists in society and has become even more strongly entrenched in 
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society. The act punishes anyone who gives, takes, abets the giving and taking and 

demands dowry, It defines dowry as any valuable security or money exchanged in 

connection to marriage by either of the parties. It makes an exemption for gifts 

being exchanged provided no demand has been made for it. 

Cyber crime on the other hand has not been defined in any statute. As the name 

suggests, it includes all crimes committed using computers or associated 

electronic devices. In the beginning of the 21st Century, India witnessed an IT 

revolution, whereby computer and the internet became a necessity. From sending 

e-mails, to banking and carrying out trade and commerce, computers became 

indispensable. However, its misuse also increased and appeared in the form of 

cyber crime. Cyber crime has now become an organised activity. The rate of this 

particular type of crime is rapidly increasing. Cyber criminals can attack any 

person from any corner of the world, without getting traced. This is a particular 

type of crime which every country in the word is struggling to combat. Currently, 

every person using the internet is at risk of getting affected by some sort of cyber 

crime. Every person is vulnerable to cyber crime. The Information technology Act, 

2000 and Cyber Security Policy, 2013, though extremely comprehensive have 

failed to curtail cyber crime. Phishing, spamming, website defacement, denial of 

service, identity theft, cyber forgery, cyber defamation, virus/malware code, cyber 

stalking, cyber pornography, cyber terrorism, online gambling, spoofing, hacking, 

packet sniffer, rootkit, hactivism are some major forms of cyber crime. New forms 

of cyber crime are being identified.  
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1.2 Main Problems, their scope and impact on the society 

 

Law and order exists for the purpose of establishing justice and they fail in this      

purpose they become the dangerously structured dams that block the flow of social 

progress. 

 

Crime is a violation of law, a breach of rules or Laws. Crime is an issue affecting the 

world all over without any exception. It is a threatening issue which people are 

trying to combat and prevent from escalating into a law and order situation. Every 

year crime grows and peeps its peeps its ugly head in a more menacing and 

unfamiliar form. With the development of technology, failure of the criminal justice 

machinery to instil fear of law in people, decrease in tolerance levels, hungry craze 

to show one’s dominance and a variety of other unacceptable reasons, crime has 

become an inalienable part of society, becoming more invincible every year. A 

crime free society has become a distant dream. With development of society, crime 

too is increasing at an alarming rate, with new forms of crimes hogging the 

spotlight every minute. Moreover in some cases the available legislation is 

inadequate in meeting this challenge of handling the new types of crimes that are 

plaguing society, for example cyber crimes. Thus despite an exhaustive array of 

legislations in India, crime rate has not dipped, whether we blame societal 

attitudes, lacunas in the laws, shortfalls in effective implementation or the 

incompetency of the police and the judiciary.  

This report will focus on the failure of two of such laws - the dowry laws and the 

anti-cyber crime legislations to effectively fight dowry crimes and cyber crimes.    

These two legislations have clearly failed to curb the offences of dowry harassment 

and cyber crime. New trends and development have been observed in these kinds 

of social crimes which the laws are incapable to tackle. However the major reason 

for this calamity is the ineffective and lukewarm implementation of these Acts by 

the enforcement agencies. Another problem which has recently surfaced is the 

numerous false dowry cases being filed, which are ultimately affecting the quality 
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of justice. The technical nature of cyber crimes coupled with lack of skills on the 

part of the investigating officers and lack of awareness on the part of the general 

public about various cyber crimes and security measures are the most important 

reasons for this kind of a crime to thrive and grow in society in enormous 

proportions.  

Cyber crimes affect society at large. The victims of cyber crime suffer not only 

monetary but also reputation. The “DPS MMS Scandal”, the “Pune Citibank call 

centre fraud “and the “parliament attack” are lucid examples of the harmful effect 

of cyber crime on society. In the “DPS MMS Scandal, the reputation of a school 

going girl was crumbled like a piece of paper and thrown away when a video 

capturing her in a compromising position was made viral by a group of 

adolescents. And for what? Just for the sake of having some fun? In the “Pune 

Citibank Call Centre fraud” case, millions of dollars were dishonestly and dubiously 

stolen from a foreign client by some of the call centre employees. Finally the attack 

on the Parliament was a terrorist act using computer and other electronic devices. 

Thus this proves that ever growing technology can be a benefit to everyone but it 

also comes with its share of banes.  Moreover it inculcates bad internet practice 

among the youth 

Dowry related crimes have impacted the society in a large and an extremely 

negative way. It has lowered an already degrading status of women in society. It 

has made women more vulnerable than ever before. They are being considered as 

burden by their own family and refused shelter in case they want to escape their 

violent marriage. They have to bear constant taunts and harassment by her in-laws 

in case her parental family fails to meet the dowry demand. Even within the four 

walls of her house which she calls family, she is not safe. She is exposed to dangers 

not only from strangers but also from her marital family and her husband. Official 

figures from the National Crime Records bureau reveal that nearly 8233 women 

mostly young brides have been killed in ‘dowry death’. Out of the 91202 cases of 

dowry death reported from 2001 to 2012, 84013 were sent for trial and the rest 

were either not investigated or withdrawn. However 29,669 dowry death cases 

were pending trial in 2012 from the previous year. A state wise break up in the 
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statistics showed that the highest number of dowry death cases was reported in 

Uttar Pradesh followed by Bihar. This does not paint a very bright picture. Though 

the rate of ‘dowry deaths’ fell to 8233 from 8618 in 2012, the number of cases 

recorded under Section 498A of the Indian Penal Code1 increased at an alarming 

rate to 106527 in 2012 from 99,135 in 2011. Most of these cases of cruelty by the 

husband and his relatives were due to failure to meet dowry demands. This clearly 

explains growing gender violence. Nagaland and Lakshwadeep were the only 

places where dowry related crimes were not reported. Statistics also reveals that 

more than 40% of the cases filed under section 498A are false cases. This is a 

matter of grave concern as innocent people are being falsely implicated in cases 

and being harassed unreasonably. If certain laws are there to protect women from 

gender violence, it is important that they respect them and avail the remedies only 

when need arises. False cases not only tarnish the reputation of the groom’s family 

but also increase the workload of the police and the judiciary unnecessarily. 

 

1.3 Goals and Objectives 

India has many laws and most of these laws are made just for the sake of making 

them. Their implementation is not visible clearly. Thus this project seeks to do a 

primary data analysis and firsthand research of laws relating to the dowry and the 

cyber laws.  

The main objective of this research paper titled ‘Primary Data Analysis and 

Research on Laws’ is to examine the laws in the present scenario through 

literature study and primary data analysis. The paper focuses on the anti-dowry 

legislations and the cyber law legislation. It studies the various kinds of dowry 

crimes and cyber crimes that affect the society at large and their disposal rates. 

The project also strives to understand how the cyber crimes are developing in 

small districts like Moradabad and the competence of the police there to cope with 

these crimes.  

                                                             
1
 Section 498A of the Indian Penal Code, 1860 provides penalties for with cruelty and harassment of the 

wife by the husband. 
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The basic idea is to analyse raw data collected from various police stations in 

Moradabad, interview important stakeholders like victims, police and judges, 

analyse various forms of secondary data in order to determine the recent trends 

and developments visible in the way the dowry crimes and cyber crimes are 

evolving, so that a conclusion can be reached as to whether their respective laws 

are armed enough to deal with such development. 

In a country like India with such huge divergence of culture, and ethnicity the Law 

of the country have also not been spared. The literacy rate as we all know 

according to the MDG India is yet to reach its target. In this situation it is seen that 

people are not aware of their Rights and Duties in when it comes to legal 

knowledge. 

This Project aims to locate the loopholes in the society which has created this mess    

by not imparting legal education among the general mass and also conduct a 

primary research on the working of Various Laws so that appropriate measures to 

bridge the gaps can be suggested. 
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2. Methodology 

 

 

2.1 Literature Search 

The primary focal point of the research being the evaluation of the Indian laws 

relating to Dowry and cyber crime, the intern had to hinge on law articles, case 

laws and commentaries by eminent jurists and legal/social researchers, to 

corroborate the research paper. The literature search helped the intern to 

understand the evolution of the crimes related to dowry and cyberspace. An in 

depth study of the various laws dealing with these crimes exposed the legal 

implications of these crimes and the intent of the legislature behind these 

enactments. The laws which are in force in India relating to dowry are: 

• The Dowry Prohibition Act,1961 

• The India Penal Code, 1860- Sections 498A and 304B 

• The Indian Evidence Act- Section 113B 

On the other hand the various laws currently in force in India and abroad with 

respect to cyber crimes are: 

• The Information and Technology Act, 2000 and its subsequent 

amendments. 

• National Cyber Security Policy, 2013 

• Indian Penal Code, 1860 

• Guidelines of the Data Security Council of India. 

• UNITRAL Model Law  

• Budapest Convention on cyber crime. 

• The guideline given by CERT-IN 
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 Going through various books and case laws related to these crimes gave a broad 

perspective of these crimes and the various ways in which these crimes are 

committed came to the forefront. Case studies also brought to light the various 

consequences of these acts. Cyber crime being a highly technical subject, literature 

study indeed helped to understand its complexities and get a holistic 

understanding of each form of cyber crime in detail.  Various government policies 

formulated on cyber crime and dowry gave an idea of the efforts taken by the 

government to address these social issues. Further foreign laws and regulations 

were also widely read to understand the situation in other countries. 

 The literature that the intern went through made the intern well aware of the how 

crimes like dowry related offences and cyber crimes grew and assumed 

unimaginable proportions paving the way for stricter laws and more amendments. 

It gave the intern a holistic understanding of the legal implications of these crimes 

and the true meaning of every provision of the enactments evolved through 

judicial interpretations and a thorough study of the legislative intent. What came 

across after studying the ample legal and non-legal literature available is that the 

current legislations are plagued by flaws despite innumerable amendments in 

addition to half hearted implementation by enforcement agencies. It probably will 

be wrong to blame just laws for the failure to completely uproot these offences as 

the attitude of the civil society, insensitivity and lackadaisical demeanour of the 

police and the slow pace of the judiciary have also contributed in the flaring up of 

these crimes in considerably. What is more appalling is the fact that the legal 

provisions relating to dowry are being gravely misused and taken advantage of by 

people especially women to file false cases against their husbands and in-laws in 

order to seek divorce and demand maintenance from them. In fact the Police often 

advice the complainants who are mostly women to file false cases of dowry 

harassment against their husbands in order to get a quick divorce. The question 

which arises now is who should the law be more lenient towards- the complainant 

or the perpetrator? 
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2.2 Field Visits/ Surveys/Meetings and Interviews-  

In order to get a deeper insight about the project topic, field visits, surveys and 

discussions with various persons were necessary. This gave a fair idea about the 

nature of the crimes, trends and developments observed in these types of social 

crimes, analysis of the laws, major gaps in the laws and their misuse, current 

scenario with respect to these crimes, failure of the enforcement agencies and 

Judiciary, the problems faced by them, the conflict between the views of the 

judiciary, police and public, attitude and awareness of the general mass and finally 

the solutions to the gaps analysed with the help of data analysis, surveys and 

meetings. 

Field visits and interviews conducted - 

• Data collected from the police station in Moradabad, of the records of the 

dowry crimes and cyber crimes reported in last three years to be analysed. 

• Interviews conducted in the women’s police station 

• Discussion with the Chief Judicial Magistrate and other police personnel 

• Discussion with advocates dealing with these kinds of crimes. 

• Interviewing the victims of these crimes. 

• Data collected from the National Crime Records Bureau. 

• Visit to the National Investigation Agency. 

• Visit to the Indian Cyber Emergency Response Team (CERT-In). 

• Detailed discussions with Mentor, Shri Anshul Gupta. This was extremely 

helpful in showing the me the intern the direction of the research and the 

steps to be taken to conduct a full fledged comprehensive research. 

 Thus intern field visits/interviews/meetings play a vital role in grasping the 

actual   scenario of these crimes so as to judge whether the legislations that 

have been enacted are actually serving their purpose. It will also pave the way 

in finding the discrepancies in the laws and its implementation so that effective 

measures can be suggested. 
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2.3 Mentor Meetings and Interviews- Mentor meetings played a major role in 

giving direction to this project and getting contacts of experts who helped me 

in a large way in getting all the relevant information.  The meeting also helped 

in understanding the project, determining the areas to be focussed on and 

getting actual data. It also cleared much confusion regarding this project and 

gave me a clear idea as to how to go about it.  
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3. Current Government Efforts 
 

3.1 Crimes related to dowry 

 

• Law Commissions 91st Report on ‘Dowry deaths and Law Reform’- 

The report dated 10th August, 1983, analysed some of the significant 

components of ‘Dowry Death’ under eight headings, after studying the string of 

dowry deaths that took place during the 70s and 80s- 

(i) Sex- The person who dies in a dowry death is always a women 

(ii) Age- The women is mostly in her twenties implying that young newly- wed 

brides are often the victims of this crime. 

(iii) Status- The victim is a married woman who is totally dependent on her 

husband and in-laws. In most of the cases she is already a mother or is 

pregnant. 

(iv) Mode of Death- In majority of the cases, death to the bride by setting her 

ablaze. However some cases of poisoning have also been noted.  

(v) Condition- The dowry demands are, ‘persistent, determined and oppressive’ 

thereby subjecting the bride to a long-lasting spell of unhappiness and 

despair in her married life. 

(vi) Nature of the Act- initially, a case of dowry death is presented and even 

recorded by the police as one of accident or suicide. The police and other 

enforcement authority should not be necessarily blamed for this situation. 

There general stance taken by the enforcement authorities is that in the 

absence of concrete proof, a conclusion of homicide should not be drawn. In 

majority of the cases such concrete proof is not easily available as the 

offence of dowry death is committed within the four walls of the family in 

front of the family of the accused who are the only witnesses available in 

such cases. 

(vii) Locale- the death of the victims mostly takes place in her marital house 

within closed doors. 
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(viii) Reporting- The death, where reported to the police by the husband or his 

relatives, is reported as caused by accident but where it is reported by the 

victims family, suspicion of homicide is stated. 

The report further states, “The first three factors mentioned above show that we 

are confronted here with the death of a person who is or has become too weak to 

resisit. The will and power to resist has been largely eroded by persistent 

demands. To recapitulate briefly the points already made above, there are several 

noteworthy factual components of a dowry death. In every case the victim of the 

supposed accident, is a women, young and married dependant on her husband or 

in-laws. Her desire to live is slowly eroded by oppressive conduct which emanates 

from no other cause except the in-laws. Tension is build up to a high pitch. All 

these features would prima facie seem to justify the inference that such cases 

occurring with regularity, frequency and monotonous uniformity are the results of 

some human acts and not the consequences of the act of God.” 

The report further adds, “ assuming that the death was due to suicide which itself 

was impelled by feeling of disgust with life, caused by great unhappiness, one can 

state that the women’s unhappiness was not due to any other facet of life, 

excepting the demands for dowry. On this reasoning, persistent demands for 

dowry may be legitimately presumed to be a major causative factor of her death. 

The manner in which the chain of causation actually operated in a particular case 

would, of course, still remain uncertain. We do not yet know whether the case was 

one of suicide or homicide. Further, in the circumstances there’s a ground for 

presuming that the demand for dowry which the women could not meet either 

forced her to take her life herself or impelled the members of her husband’s family 

to take her life.” 

Thus the report stressed on the imminent need to include persistent and 

oppressing demand for dowry within the ambit of section 498A. 
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• Law Commissions 243rd Report on Section 498A IPC 

 The law commission, in this report suggested the Central government that the 

tough provision given in section 498A of the Indian Penal Code, be toned down. It 

asked the government to make the offence punished by this section compoundable, 

i.e. – a move that will allow an accused to escape a jail term by paying fine. This 

recommendation came following the Supreme Courts suggestion that the provision 

be re-examined owing to its grave misuse by women, who were filing false and e 

exaggerated complaints against their husbands and in-laws. The offence under 

section 498A should be made compoundable only with the permission of the court. 

The courts should examine and hear the complainant before allowing the case to 

be compounded so that the complainant is not coerced into compounding the 

matter by the accused.   

• Report and recommendation of the Joint Committee of Parliament on the 

problem of dowry 

In the 1970s there was a sudden surge in violence originating from dowry being 

increasingly demanded by the grooms family during marriage. Demonstrations by 

women and an urgent need to address this emergency compelled the government 

to set up a Joint Committee to review the existing legislations to counter dowry.  

The joint Committees report traced the origin of dowry to the tradition of vara 

dakshina which was accompanied with the act of kanyadaan, bestowed on the 

bride as her stridhan by her family for her financial protection in her new marital 

home. But due to the degradation of the status of women in society the voluntary 

element disappeared and assumed enormous proportions. The report stated that, 

‘the change caused by modernisation, industrialization and urbanization has 

fostered the frankensteinian growth of the system of dowry instead of uprooting 

it”. The main focus of the Committee was to determine why the various legislations 

enacted by the Central and State Government failed to root out the problem of 

dowry from the society. The main cause identified by the Committee for the abject 

failure of the Act was the inability to prove presents as dowry given at the time of 

marriage.  
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The Joint Committee presented certain recommendations to be implemented and 

incorporated in the existing legislations. The First recommendation mentioned by 

them was to bring ‘presents’ within the meaning of dowry. However presents not 

exceeding 20 percent of the income of the person bearing the expenses of the 

marriage and presents were permitted. Also a registered list of all the presents 

given to the bride was proposed to be maintained. 

In addition, the report also suggested that the giver of dowry who is a ‘victim of 

circumstances’ should not be penalised. It advocated more stringent punishment 

for the receiver, abettor and the person demanding dowry. a speedy disposal of 

dowry cases was also recommended. Besides these a proposal for setting up of 

Family courts to hear dowry related cases and appointment of Dowry Prohibition 

Officers was also laid down. The report laid emphasis on the authorisation of social 

organisations to lodge complaints on behalf of the aggrieved party incase the 

aggrieved party was prevented due to various reasons from doing so. 

Finally the report laid stress on the generation of more employment opportunities 

for women and equal inheritance rights to curb this increasing issue of dowry. The 

Recommendations of the Joint Committee and the Law commission finally 

culminated into the amendment Act of 1984 and 1986. 

• Judicial decisions leading to the inclusion of suicide within the scope of 

Dowry death- 

It was very difficult to prove a case of dowry death as it always took place within 

the contours of the marital house and there would be no witness to the horrendous 

act as it would be perpetrated by the members of the family. Hence, most of the 

times the accused managed to escape punishment by disguising a case of dowry 

death as a case of suicide. Infact, a lot of times, this was done with the connivance 

of the police. Thus there was a pressing urgency to counter this situation so that 

the victims got adequate justice. Through judicial interpretations the Honourable 

courts expanded the scope of ‘dowry death’ and gave a wider meaning of the 

words ‘ death occurring otherwise than under normal circumstances’ to include 

‘suicides’.  
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In the case of Public Prosecutor v. Tota Basava Punnnaiah2, the Andhra Pradesh 

High Court held that since the deceased committed suicide due to strained 

relationship with her marital family, although her death was due to suicide by 

hanging, still the death came within the scope of section 304-B as it occurred 

otherwise than under normal circumstances. 

Similarly in the case Mst. Premwati v. State of Madhya Pradesh3 the Madhya 

Pradesh High Court was of the opinion that creating circumstances that compel a 

person  to opt for death as the only way of escaping misery would also attract the 

penalties of section 304-B as such death occurred due to unnatural circumstances.  

In another case4, the controversy as to whether or not the words “death occurring 

otherwise than in normal circumstances” used in section 304-B includes suicide, 

was finally settled by the Supreme court as it concluded that even death caused by 

suicide would come within the meaning of ‘Dowry Death’. 

Thus, after the precedents set by the Honourable courts, no person could contend 

suicide committed by the victim to avoid being put behind bars for the heinous 

crime committed by him. 

 

3.2 Cyber Crime  

Apart from enacting the Information Technology Act, 200 and amending it thrice to 

cope with the changing nature of Cyber Crimes, the government has taken he 

following steps- 

• Cyber Crime cells and branches- a number of cyber crime cells have been 

established under the CBI to investigate high technology cyber crimes, issue 

alert in case of any cyber threat, manage a portal where online complaints can 

be registered and also register complaints through help lines. These cells are 

headed by the S.P and cyber forensic experts’ aide in investigation. 

                                                             
2
  Cri. L.J 2330(1990(1)Crimes 611) 

3
 1991 Cri. L.J. 268 

4
 Smt. Shanti v. State of Haryana, AIR 1991 S.C 1226 (1991 Cri.L.J. 1713) 
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• Indian Cyber Emergency Response Team (CERT-I) – It is the National Nodal 

Agency dealing with cyber security issues. They are have to perform various 

function chief among them are creating awareness and training professionals 

working on cyber security issues at all levels. The functions of CERT-In are- 

a) Collection, analysis and dissemination of information on cyber 

incidents. 

b) Forecasts and alerts on cyber security incidents. 

c) Emergency measures for handling cyber security incidents. 

d) Coordination of cyber incidents response activities. 

e) Issues guidelines, advisories, vulnerability notes and white papers 

relating to information security practices, procedures, prevention, 

response and reporting of cyber incidents. 

f) Such other functions relating to cyber security as may be prescribed. 

They also conduct various workshops on cyber security including various training 

workshops. 

• National Cyber security Policy, 2013- This was formulated to cope with the 

sharp increase in incidence of cyber crime as the Information Technology Act, 

2000 alone was not being able to tackle it adequately. The salient features of 

the policy are- 

a) Establishing a National Cyber Alert System 

b) Creation of Local Incident Response Teams 

c) Implementing Security best practices in government sectors 

d) Adopting security crisis management for countering cyber attacks 

e) Developing better and advanced technology 

f) Awareness generation. 

• Data Security Council of India- It is a focal body on data protection in India. It 

was set up as an independent Self-Regulatory Organisation by NASSCOM so as 

to promote data protection, develop security and privacy best practices and 

standards and also to encourage Indian industries to implement the same. It 

conducts industry wide surveys, awareness seminars, workshops, projects and 
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also publishes reports. It operates cyber labs all over India to train police 

officers and judicial officers in matters of cyber forensics. Its objectives are- 

a) Public Advocacy on Data Protection and Cyber Security 

b) Capacity building on security and Privacy 

c) Thought Leadership through Best Practices and Standards 

d) Independent Oversight for assurance and Dispute Resolution through 

ADR- towards self - Regulation 

e) Cyber Crimes Speedier Trials through training of judiciary and Law 

Enforcement Agencies. 

• Awareness Generation- The government in collaboration with the Centre for 

awareness of cyber surety among the general public and also issued the good 

practices guidelines. 
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4. Results and Discussions 

 

4.1 Findings from the literature 

 

From the literature survey and theoretical study, the main findings were:- 

 

4.1.1 Crimes related to dowry 

 

 

Pravartika Gupta, burnt to death in her bedroom, as she slept with her one year old 

daughter. She had been threatened by her in-laws because her family could not 

afford to meet their dowry demands.5                                   

The peril of dowry is like a stubborn stain on the fabric of society. It runs deep into 

our social system. Not just the lower strata of society but also the highly educated 

class of our society is equally involved in such practices. Over the years, the 

meaning of dowry has undergone a drastic change. From a voluntary practice of 

giving gifts to the daughter during her ‘kanyadaan’, the very definition of dowry 

has now been distorted in several ways to mean forcefully and sometimes violently 

‘extorting’ expensive gifts from the bride’s family, often culminating in the death of 

the bride. With the passage of time the voluntary aspect from dowry has 

disappeared. Increase in dowry demands and a sharp escalation of the amount of 

money being spent by families to meet these demands has contributed to viewing 

daughters as a liability and consequently devalued their lives. The culture of giving 

dowry is even spreading to communities which had no such tradition a generation 

or two ago. This, despite the fact that the anti-dowry legislations have been made 

more stringent in the last two decades. 

                                                             
5
 http://www.telegraph.co.uk/news/worldnews/asia/india/10280802/Woman-killed-over-dowry-every-

hour-in-India.html 
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The Dowry Prohibition Act, 1961, one of the first anti-dowry legislations was 

enacted by the government to meet the growing incidence of dowry related 

violence. This Act was amended twice to meet the changing form and 

circumstances of dowry related violence. Under this Act, dowry is defined as, “any 

property or valuable security given or agreed to be given either directly or 

indirectly by one party to a marriage to the other party to the marriage or by the 

parents of either party to a marriage or by any other person, to either party to the 

marriage or to any other person at or before [or any other time after the marriage] 

in connection with the marriage of the said parties”. 6 As per this definition any 

property whether, tangible or intangible including securities exchanged in 

connection to marriage is prohibited under the Dowry Prohibition Act. The words, 

‘in connection with marriage’ was added to the Act as a replacement of the words, 

‘as a consideration for marriage’ by the Amending Act of 1984, for the property 

transferred to be treated as dowry. Explanation I in the original Act which 

permitted the giving of clothes, ornaments and cash otherwise than as a 

consideration for marriage was also omitted 

This Act punishes not only the receiver of dowry but also the giver of dowry with 

an imprisonment of a term not less than five years accompanied by a hefty fine. 

Any kind of demand for dowry made by any party to a marriage is also condemned 

and penalised by this Act. The courts have been empowered to initiate proceedings 

for any violation of this particular Act , either on its own motion or on the basis of a 

police report even if no such complaint has been made by the aggrieved party. The 

Law emphatically states that dowry if given at all, should be for the benefit of the 

wife or her heirs. Thus, it should be returned to the wife within three months of 

her marriage. Incase, she dies due to reasons other than natural circumstances, 

such articles must be handed over to her children or her parents if she dies 

childless. Section 7 and 8 of this act has lent a non-bailable and non-compoundable 

character to dowry. 

                                                             
6
 Section 2 
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However, this anti-dowry legislation cannot be invoked against the giving of 

presents during marriage, voluntarily, without any demand for it being made, 

provided the list of such gifts is maintained according to the rules.  

 With the aid of two major amendments, one in 1984 and the other in 1986, this 

Act has been strengthened and fortified. The supreme change brought about in the 

anti-dowry legislations is the insertion of section 304B of the Indian Penal Code 

and Section 113-B of the Indian Evidence Act 

 The existence of the Dowry Prohibition Act, 1961 was questioned when during the 

seventies and eighties, the concept of dowry took a violent turn. There was a 

startling increase in the number of cases where the married women died in 

circumstances which were highly suspicious, so much so that it seemed to be 

almost a national trend. Many of these suspicious deaths involved a history of 

oppressive demands for dowry and consequent harassment of such women. Thus 

‘dowry deaths’ and ‘bride-burning’ became rampant. The Dowry Prohibition Act, 

was a helpless spectator in these cases as it was ill-equipped to meet such 

circumstances. Thus, this existing handicap in the law and the pressures from 

women initiated anti-dowry movement compelled the legislature to review the 

Law and suitably redesign it to make it adept in meeting the pressing concern. As 

mentioned above, ‘Dowry Death’ was declared a criminal offence and a brand new 

section- 304B dealing with this particular offence was added to the Indian Penal 

Code.  As per the definition of dowry death, “where death of a person is caused by 

any burns or bodily injury or occurs otherwise than under normal circumstances 

within seven years of her marriage and it is shown that soon before her death, she 

was subjected to cruelty or harassment by her husband or any relative of her 

husband, for, or in connection with, any demand for dowry, such death shall be 

called, ‘dowry death’, and such husband or relative shall be deemed to have caused 

her death.”7 The punishment set forth under this provision is quite rigid. The 

section has mentioned the maximum and minimum sentence of imprisonment for 

this offence. The maximum sentence that can be awarded is for life while the 

                                                             
7
 304B of the Indian Penal Code, 1860 
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minimum sentence prescribed is seven years imprisonment.  But there was an 

impediment in the effective implementation of the new section- 304B of the Indian 

Penal Code as it was extremely difficult in securing evidence to prove dowry 

related deaths. It became easy for the culprit to prove it was an accidental death 

rather than dowry death. So, it was a rational measure taken by the legislators to 

insert a legal presumption as to the cause of death in cases of dowry related 

deaths. Section 113-B was inserted in the Indian Evidence Act, to provide a 

backbone to Section 304-B by presuming guilt on the part of the culprit if it 

becomes prima facie clear that the woman had been subjected to cruelty or 

harassment soon before her death. Thus the burden of proof was shifted onto the 

accused to prove his innocence. 

The mere proof that, (i) the death of the women was caused by burns or bodily 

injuries or occurred otherwise than under normal circumstances, (ii) death took 

place within 7 years of her marriage, (iii)she was subjected to cruelty or 

harassment by her husband or any relative, and (iv) such cruelty or harassment 

was in connection to any demand for dowry , “is not sufficient to make out an 

offence of dowry death under section 304-B, IPC or for raising a presumption 

under Section 113-B of the Evidence Act,”.8 It was further necessary for the 

prosecution to prove that the cruelty and harassment was inflicted on the wife to 

meet dowry demand, ‘soon before her death’. The question that comes to the mind 

now is how soon is this, ‘soon before her death’? To settle the ambiguity of this 

ingredient, the honourable courts devised the proximity test, whereby the courts 

must be fully convinced about the existence of a proximate relation as the cause 

and effect between the cruelty based on dowry demand and the concerned death. 

It is only on the satisfaction of this test and the presence of the other ingredients 

constituting the offence, the court shall draw the presumption of dowry death 

punishable under Section 304-B of the Indian Penal Code. 

                                                             
8
 Cruelty, Abetment of Suicide and dowry deaths, Vijayrao Mohite and Vandana Chavan, 256 
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Through the Amenmendent of the Dowry Prohibition Act, 1961, a new section was 

also inserted making it punishable any offer of property, share or money as a 

consideration to marriage through journal, periodical or any other form of media. 

The Law Commission, in its 91st Report on, ‘Dowry Deaths and Law Reform”, dated 

August 10, 1983, observed that persistent and oppressive demands for dowry if 

sufficiently proved to have affected the wife’s ,mental health should amount to 

cruelty.  Five years later, the Supreme Court in its landmark judgment in Wazir 

Chand  v. State of Haryana9, pronounced that ,” repeated demands for dowry 

articles and money on newly married wife and her parents by the husband or his 

relatives amounts to cruelty under section 498-A of the Indian  Penal Code”.  The  

judgment given by Supreme court is said to be an important judgment on this legal 

point as to whether or not repeated demands for dowry and the consequent 

harassment of the victim amounts to cruelty under section 498-A of the Indian 

Penal Code. The judgment of the Supreme Court was upheld by the Delhi High 

Court in the case of Ram Swarup v. State10.   

Thus to eradicate the menace of dowry from society and strengthen the anti-dowry 

legislation, cruelty related to dowry demand was brought within the ambit of 

section 498-A of the Indian Penal Code, thereby augmenting the already existing 

penal and remedial provision set out by the Dowry Prohibition Act. Section 498-A 

of the Indian penal code penalises any form of cruelty or harassment inflicted on 

the wife by the husband or his relatives. Cruelty now means and includes: 

a) Any willful conduct that is of such a nature that it can drive the women to 

commit suicide, or endanger her life, limb or health, or 

 b) Harassment of the women where such harassment is with a view to coerce her 

or nay of her relative to meet an unlawful demand for dowry or is on account of 

failure of the women or her relative to meet such a demand. 

                                                             
9
 AIR 1989 S.C.378(1989 Cri.L.J 809) 

10
 (1987)2 REPORTS (Del) 248 
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But the despairing truth we have to face is that despite the stricter amendments, 

the problem of dowry has remained largely unabated. The patriarchal States 

miscomprehension of the roots of dowry and its dimensions both in its origins and 

its present manifestations thus failed to curb this evil practice. 

4.1.2 Cyber Crime 

4.1.2.1 The Law- 

The first question that comes to mind is – What is cyber crime? Cyber crime has 

not been defined in any act including the Information Technology Act, 2000 which 

is the sole legislation dealing with cyber crimes. As the name suggest it is defined 

as any offence or crime that is committed with the help of computers or associated 

electronic devices. 

Cyber crime is one of the emerging branches of law which is becoming socially 

relevant at a swift pace as it is a consequence of the sudden boom of the 

information technology which has a global impact. Cyber crimes are categorised as 

hacking, tampering source documents, flowing of virus and worm, cyber terrorism, 

cyber pornography, cyber fraud and so forth.  However this is of cyber crimes is 

expanding at a rapid rate. New forms of cyber crimes are surfacing. Being aware of 

the vulnerability of the victims and the difficulty in collecting evidence, cyber 

criminals are on the rise.  Cyber crime has increases in such gigantic proportions 

that completely eliminating it is not possible. However step can be taken to 

prevent or control it. 

Cyber crime has far reaching consequences, not only at the National level but also 

at the International level. Measures have been taken at all levels to curb this 

menace. The ASEAN Regional Cyber Crime Unit was established in the year 2005. 

Interpol, with 178 countries as members and the United Nations are fighting to 

prevent cyber terrorism. At the Global Level, the U.S.A, U.K, India, Pakistan, China, 

France and Australia are desperately trying to combat this social evil. The 

European Union adopted several directions and policies through Conventions and 

also adopted high standard Security System to regulate cyberspace. In India the 
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government and NASSCOM are trying to contain this situation through trainings 

programmes, seminars, workshops and practical interaction to understand the 

activities of cyber criminals and prevent and control cyber crimes. In India there is 

no specific Act exclusively dealing with cyber crime. The Information Technology 

Act, 2000 is the sole legislation that makes an attempt to penalise various forms of 

cyber crimes. This Act was passed in India following International Convention and 

the United Nation Model Law, laws in U.K and U.S.A. This This Act was amended 

thrice, the last one being in 2008. But despite of these amendments, the Act is 

neither comprehensive nor adequate for prevention and control of various cyber 

crimes.  

Under the Information Technology Act, 2000, cyber hacking is prohibited under 

section 66. Hacking basically means obtaining unauthorised access to data held on 

a computer and computer system. Cyber hackers represent themselves as 

protectors of insecure and vulnerable system and data. They are fully aware of the 

fact that victims are little interested in taking action against them as majority of 

the times it is very difficult to trace them. In the contemporary world hackers are 

describes as any of the following- 

1. Hackers- they know computer in and out. They can make the computer do 

everything they want it to. There are four kinds of hackers-  

a) White Hat Hackers or ethical hackers are those who break security for 

non-malicious purposes in order to check the vulnerability of their 

system and make it stronger. Such hackers are employed by various 

government bodies and defence bodies to protect their system which 

contains vital and confidential information. 

b) Black Hat Hackers or cyber criminals are those who are always on the 

wrong side of law. They break security for malicious reasons and 

personal gains. 

c) Grey Hat Hackers are a combination of white hat hackers and black hat 

hackers. They hack into a system not for malicious reasons but to notify 
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the administrator that his system is vulnerable. They also offer the 

victim to repair the system for a consideration. 

d) Blue Hat Hackers are those hackers who are used to bug test a system 

before its launch so that vulnerabilities can be detected and action can 

be taken to remedy the gaps.  

2. Crackers- they can break into computer systems and security. 

3. Cyber punks- they are the masters of cryptography. 

4. Phreakers- they combine their in-depth knowledge of internet and mass 

telecommunication.  

Mr. Amit Pesai and Mr. Kapil Juneja, two software solution partners were arrested 

by Delhi police on the 6th of February, 2001 on charge of hacking of, 

‘go2netjob.com’ . They were charged under section 66 but later released on bail. 

After this incident, several other such cases of fraud came to light. However most 

cases of cyber hacking are settled out of court. However ethical hackers are 

appointed by the police department to hack into government systems and suggest 

measure to strengthen them.  

Cyber Fraud is another common form of cyber crime. It is defined as any dishonest 

and fraudulent activities in cyberspace using new multimedia technology for 

wrongful gain and cause wrongful loss to the victim. Cyber Frauds can be 

committed in various ways which are personal identities and password frauds, 

cyber fraud by false representation, cyber lottery fraud, credit card and ATM fraud, 

electronic mail fraud through identity theft etc.  This type of fraud is not only 

common in the metropolitan cities but also frequently occurs in small cities and 

districts.  

Cyber pornography has become a matter of high concern. New Multimedia 

Technology is being misused and abused by criminals in cyberspace. Cyber 

pornography, online child pornography, cyber spamming are growing at a 

tremendous rate. Section 67 of the Information Technology Act, 2000 prohibits 

publication of information which is obscene in electronic form. The ‘hicklin’ test of 



    
 

  

Copyright © 2014 Rakshak Foundation. All Rights Reserved.                        Page | 39  
  
 

obscenity which was devised in the famous Hicklins case in United Kingdom is 

applied in cases registered under section 67 to determine obscenity. 

The much talked about DPS ‘MMS’ case which caused a public furore proved the 

harmful implications cyber pornography can have on the victim. In this case a MMS 

clipping containing sexual content involving a young girl spread like wild fire. A 

young male school student had allegedly transmitted the clipping to a few which 

then spread all over India and abroad. It was a social death for the young innocent 

girl. An IIT Kharagpur student posted the clipping on the website ‘bazee.com’ for 

sale. The police arrested all the culprits who were then penalised. This is a clear 

example of the far reaching and dangerous consequences of cyber crimes. However 

cyber pornography is a type of cyber crime which although prohibited by laws, but 

fundamentally nothing can be really done to restrict it on the internet as there are 

many technologies to circumvent any exclusion of obscene content by filtering. 

Filtering techniques block access to cyber pornography by identifying the URLs 

and keywords that indicate pornographic material However URLs and key words 

identified by filter can be changed and disguised. Even though the Cyber 

Emergency Response Team has been empowered to block websites, it would be 

difficult to exercise this power with respect to pornographic sites. 

A more harmful form of cyber crime which is emerging is Cyber terrorism. 

Terrorists are increasingly using technology to plan and execute their terrorist 

attacks. Cyber warfare is one way of cyber terrorism by which one Nation attacks 

another Nation through Information-way (I-way). Recently India and Pakistan was 

engaged in cyber warfare, condemning each other and defacing each other’s 

websites.  In India, in the year 2000, 131 Indian websites were defaced and in 2001 

the number increased by 160. The hacker group called ‘Silver Lords’ hacked about 

23 Indian websites within 6 days demanding independent Kashmir. The attack on 

the Indian Parliament was possible due to information technology. The terrorists 

forged the gate pass and downloaded the official logo of the Ministry of Home 

Affairs and also the layout of the Indian Parliament. Police found a laptop with the 

main accused Afzal Guru who was executing the whole attack through that laptop. 

In 2005, a Trojan Virus posted as an online CNN newsletter containing exclusive 
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video footage of terrorist attack with the words, ‘terror hits London’. This created 

great havoc. These were some cases where terrorists group misused information 

technology to carry out terrorist attacks. 

Since cyber crime is technology based and so is their investigation, extremely 

skilled officers is needed to track down a cyber criminal. Thus cyber crime cells 

under the CBI has been established to exclusively deal with cyber crimes stated in 

chapter XI of the Information Technology Act, and also high-tech cyber crimes. The 

Act has clearly mentioned that no officer below the rank of the inspector can probe 

into offences related to cyber crime. This had been provided with a view to ensure 

the investigation process is not left to the junior officers to handle as these crimes 

require experienced and skilled officers.  

The Indian Penal code, which is the most crucial and widely used legislation in 

criminal jurisprudence, also covers certain cyber crimes. ITA, 2000 has amended 

the sections dealing with records and documents in the IPC by adding the word 

‘electronic’, thus considering electronic records and documents at par with 

physical records and documents. Hence the sections dealing with false entry in 

record, false documents and other crimes committed using records and documents 

such as sections 192, 204, 463,464,468, to 470, 471, 474, 476 etc have been 

amended to bring electronic records and electronic documents within the ambit of 

the Indian Penal Code, 1860. 

 Reasons leading to the commission of cyber crime-  

1. Money- This is one motive that is the reason behind most of the cyber crimes. 

Cyber criminals devise stealthy Trojans and other malware to look like anti-

virus updates in order to steal private data, which they use to access accounts. 

Or else, they simply ask the victim to send some money for various fake 

reasons or try to extract their confidential financial information from them. 

Cyber crimes like phishing mail, cyber frauds, online gambling, pornography, 

ATM and bank frauds etc are committed to gain economic benefits. 
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2. Blackmail/revenge- sometimes cyber criminals commit a cyber crime as they 

want to take revenge against a person for any wrong that they might have 

done or for any other personal reasons like blackmailing, for data theft, to gain 

competitive advantage, cause harassment etc. In such cases money may not be 

a motive. In these cases satisfying their ego is of primary concern Crimes like 

cyber stalking, hacking, data theft, defacing websites, spamming etc are often 

committed for personal reasons. 

3. Bullying- Bullying over the internet has become very common. The victim is 

blackmailed, bullied, harassed and made fun with the help of social networking 

sites. This is mainly committed by youngsters, for the sake of having fun at the 

cost of someone else. This can have major repercussions on the victim. It can 

cause mental stress, depression and sometimes lead the victim to take his life. 

Cyber stalking, sending hate mails, making an MMS and uploading them, 

defamation are some ways in which the cyber criminal bullies his prey. 

4. Jilted Love- Many a times, the motive behind a cyber crime is unfulfilled love. A 

person commits cyber crime only to take revenge from the one who did not 

reciprocate his/her feelings or betrayed such person. This can have adverse 

effect on the victim causing mental and physical damage along with a loss of 

reputation. Sending obscene material via mail or sms or mms, uploading the 

victims compromising videos and pictures in pornographic sites, profile 

hacking, defaming in social networking sites are ways in which a person takes 

revenge for unrequited love. 

5. Ideological conflicts- in this case the cyber crimes are backed by ideological 

motives. The perpetrator tries to influence the public and create fear among 

them in order to impose their ideology over others. Thus nowadays Cyber 

Terrorism has become very common. 

6. Sexual Desires- in order to satiate carnal and sexual desires, certain people 

indulge in activities like pornography, child pornography, production, 

distribution, transmission of sexual and obscene content over the internet etc.  
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7. Cyber Espionage- since the Industrial Revolution, cyber espionage has become 

a common phenomenon. It has become a well paid activity with large amounts 

confidential information and other intelligence from competitors and other 

countries. 

8. Piracy- this has become very common today. One often finds people selling 

pirated and unauthorised pirate copies of softwares, movies, music and other 

intellectual property. This leads to massive copyright violations and is a very 

serious problem which is difficult to control. Today it is extremely easy to find 

pirated copies of operating systems, MS Office and other softwares. One can 

easily download movies and songs from the internet without paying any price. 

Piracy needs to be stopped immediately. 

In the present scenario, every single person is under the threat of being 

affected by cyber crime. Thus, immediate and workable measures are the need 

of the hour. 

 

4.2 Finding from the fields and impact on the theoretical focus of the project 

 

Field visits and interviews revealed a lot of things which were not brought to light 

by literature study. Some of the results of the data analysis were- 

 

4.2.1 Dowry related crimes-   

 

Data which was collected from Moradabad Women’s police station and the 

National Crime Records Bureau was analysed. This analysis along with 

observations made and interviews conducted with various stakeholders helped to 

reach the following conclusions- 
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1. Increase in the number of cases reported 

 

                                                  Figure 1. 

 

Data collected from Moradabad shows that there has been an increase in the 

number of dowry cases reported. 222 cases were reported in 2012 whereas 272 

cases were reported in 2013. Thus there has been an increase of around 19%. 

National Crime Records Bureau shows that there has been an increase of around 

26% in the number of cases reported under section 498A IPC and an increase of 

around 38% in the number of cases reported under the Dowry Prohibition Act. The 

Anti-Dowry legislations have failed to curb this social evil. The laws have not been 

implemented effectively .The practice of dowry which began as a Hindu custom 

practised only among the upper class Hindus is spreading widely among other 

religions, communities and classes. Moreover s become a, exchange of dowry has 

become a status symbol for elite classes which the lower classes of society are 

trying to emulate so that they can carve themselves a place among the elite class. 

The above mentioned are some of the reasons that can be attributed to this sudden 

increase. 
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2. Decrease in the number Of Dowry Death cases 

NCRB data shows that there has been decrease in the number of dowry death cases 

reported. In 2012 there were 8618 cases of dowry death reported where in 2013 

the number fell to only 8233. In Moradabad, Uttar Pradesh only 1 dowry death 

case was reported in the last three years. Two inferences can be drawn from this 

analysis. Either, the Indian Penal Code has been successful in eliminated the crime 

from society or the dowry death cases have gone unreported.  The police often 

treat dowry death cases as accident cases to avoid investigation and decrease their 

workload as dowry death cases require thorough investigation because otherwise 

it’s very difficult to prove dowry death.  

3. High Pendency of cases in court 

 

                                  Figure 2. 
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                                   Figure 3. 

There is a huge pendency of cases in the courts. The disposal of the cases that are 

sent for trial is extremely slow, which is the biggest problem India is facing in 

terms of implementation of laws. This leads to a huge delay in justice delivery. The 

Indian courts have millions of cases pending, which is impossible to clear. This 

pendency is increasing tremendously every year. Due to such pendency the quality 

of justice too gets affected, as the courts somehow try to dispose a case without 

due process, to avoid further pendency. Excessive workload, delaying tactics by 

lawyers, frivolous applications, paucity of the number of judges, disregard of 

summons to appear by the party, etc are some of the reasons for this pendency. 

Figure 2 shows the number of cases pending disposal, filed under section 498A, 

IPC as against the number of cases disposed a particular year. While Figure 3 

highlights the number of cases pending disposal filed under the Dowry Prohibition 

Act. The Chief Judicial magistrate of Moradabad, opined that the main reason why 

the disposal of a case gets delayed is due to frivolous petitions like bail petitions 

and adjournment petitions, traffic challan cases filed by advocates. As a result of 

this the entire time allotted for hearing a case gets consumed in hearing these 

petitions. Furthermore there is an acute shortage of judges in every court. What 

needs to be done now is to determine the number of judges required to dispose a 

case within a prescribed time, assess the shortage of judges faced by every court 

and make the necessary appointments. Vacancies should also be filled regularly. 

Every judge must adjourn a case only when it is absolutely necessary after he is 
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completely satisfied. Moreover there should be a performance assessment system 

in place for every single judge who should be held accountable in case of poor 

performance. It was also revealed that the fast track courts that had been set up in 

Moradabad for speedy disposal of the case have become dysfunctional due to 

unavailability of funds with the state government.  

4. More acquittals than convictions 

 

                                                     Figure 4. 
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Data from the NCRB shows that from the number of cases filed under Section 498A 

(Figure 4) and under the Dowry Prohibition Act (Figure 5), maximum number of cases 

have resulted in acquittal. In both cases, there have been very few convictions. Figure 4 

shows that out of 40338 cases which were disposed by the court, only 8167 resulted in 

conviction while 32171 resulted in acquittal in the year 2011. Rate of acquittal increased 

to 85% from 79.8% in the year 2012, where out of 426940 cases tried by the court only 

6916 cases resulted in conviction. Similarly Figure 5 depicts that out of 3608 cases which 

were disposed by the court; only 750 resulted in conviction while 2858 cases resulted in 

acquittal in the year 2011. Rate of acquittal increased in the year 2012, where out of 4225 

cases tried by the court only 677 cases resulted in conviction. There can be three reasons 

attributed to this development. First, the Anti-Dowry Legislations are being grossly 

misused by women who are using the protection given to them by law to file false cases 

against their husbands and in-laws. Secondly, lack of evidence and witness to prove this 

offence as most of the times this crime takes place within closed doors in the marital house 

of the women can also be inferred from the above analysis. Thus it is very difficult t find 

any witness. Thirdly, many a times, the complainant withdraws the case due to lack of 

financial resources to continue the trial which takes years to be disposed.  

 
5. Gross misuse of Anti-Dowry Laws. 

 

 
  

                                               Figure 6. 
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                                                   Figure 7. 
 

The Supreme Court recently ruled that a number of false cases were being filed by 

disgruntled wives against their husbands and relatives. The main motive behind 

this is to take revenge for various reasons. The simple way to harass is by getting 

them arrested, as a complaint calls for immediate arrest. In the year 2012, nearly 2 

lakh people were arrested under section 498A but conviction rate is only 15% 

(Figure 6). The law is being used as a tool to harass husbands and his relatives. In 

fact there has been an increase in the number of false cases being filed, as can be 

seen in Figure 7. Data collected from Moradabad, Uttar Pradesh shows that out of 

222 cases reported in 2012, 93 cases were declared to be false upon investigation, 

whereas in 2013, out of the 272 cases reported 168 cases were declared to be 

false. A police officer in Moradabad declared that,” 80% of the dowry cases 

reported turns out to be false”. Some of the complainants were interviewed. All 

had filed dowry cases against the in-laws and husband. Upon speaking to them, it 

was found that none of them were harassed for dowry. They were indeed 

physically abused in their marital house but the reason was not dowry demand. 

One of them stated “Even if there is no dowry involved, they include sections of 

dowry harassment, in order to make the case stronger in their favour, as dowry 

harassment attracts greater punishment for the accused”. She also said that they 

are asked to do so by their advocates.  This view that the laws are being misused 

has been confirmed by various Supreme Court judgments in cases like Ramesh 

Kumar V. State of Bihar, Ashoke Kumar V. State of Punjab, Kavita and Ors V. Laxmi, 

Avinash Chander Jaloke V. State of Punjab and Anr, Lalita Kumari V. Government of 

Uttar Pradesh, etc. 
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To tackle this situation, the Supreme Court recently directed that the police should 

not immediately arrest the accused when a case under Section 498A of the IPC is 

registered. Before arresting, the police have to be satisfied that the arrest is 

absolutely necessary. They must follow the 9-point checklist provided under 

section 41 of CrPC to weigh the need to arrest. The police must record their reason 

with the sanction of the Magistrate can the accused be arrested. Moreover the 

Supreme Court as also directed the Police to carry out the investigation thoroughly 

and efficiently. A large number of acquittal shows that the police had not 

discharged their duty thoroughly. Had they done so, they would have been able to 

identify the fake cases which would not have reached the court for trial and the 

acquittals would have been few. The court would have been able to try the genuine 

cases following due process of law and the disposal would have been quicker. 

 

6. Additional Sections like section 377(unnatural offences), 376 (rape), 313 

(causing miscarriage without women’s consent), 307 (attempt to murder) 

are being added along with dowry charge to get the accused immediately 

arrested 

From the 143 cases that were registered in Moradabad under Dowry, in around 50 

cases additional sections like section 377, 376, 307, 313 of IPC were added. This is 

a latest development as in the previous years such cases were very few. For 

example in 2010, the percentage of such cases was 6%. This resulted after the 

Supreme Court directed that in case of offences which prescribe a term of 

imprisonment which is less than 3 years, the accused should not be immediately 

arrested. Section 41 of CrPC has to be satisfied. This direction was given by the 

Apex court to prevent the immediate arrest of the accused in cases of dowry 

related offences as the anti-dowry laws were being grossly misused. However, the 

misuse of these laws still continued in a large scale. Section 498A of IPC provides 

for a 3 year imprisonment. To ensure immediate arrests complaints were not just 

filed under section 498A, but additional sections were added like section 377. 313, 

315 etc IPC, which prescribed a punishment of more than 3 years. This meant 

immediate arrest of the accused. 

 

7. Women tortured and harassed the most 



    
 

  

Copyright © 2014 Rakshak Foundation. All Rights Reserved.                        Page | 50  
  
 

 

Out of 35 dowry cases disposed by the district court of Delhi in 2012, in 31 cases, 

the main accused was the mother in-law and sister in-laws. This was quite evident 

from the facts of the case. The victims spoken to stated that most of the harassment 

was inflicted upon them by women in their marital home. This makes it clear that 

women are the main torturers. 

 

8. ‘Dowry’ being exchanged as gifts. 

 

Exchange of ‘gifts’ is exempted from the Dowry Prohibition Act, 1961,. But 

developments show that this provision is being misused, whereby, dowry is being 

exchanged in the name of gift. But when any conflict arises, complaint is being filed 

alleging dowry harassment. The Act has provided for a solution to curb this 

misuse, by directing that gifts exchanged in a wedding must be listed in a stamp 

paper, signed by both parties and registered in court. However this is not being 

followed by anyone as majority of the people are not aware of this provision. 

 

9. Role of Police 

  

                                             Figure 8 

 

Figure 8 shows that of all the dowry cases investigated by the police, very few of 

them were found to be false. For example, in 2011, out of all the cases investigated, 

only 10133 cases were found to be fake whereas 82537 were charge sheeted.  

However majority of the cases which go for trial end up in acquittal, out of which 

majority is due to false complaints filed. This indicates that the police are not 
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carrying out their investigation thoroughly. They are doing a half-hearted job. This 

irresponsible behavior is one of the reasons why a case cannot be disposed fast as 

most of the time is consumed in deciding such a large number of false cases, 

 

10. Ambiguity in the laws  

Although the Anti-Dowry laws, i.e. the Indian Penal Code and the Dowry 

Prohibition Act are very comprehensive and well formulated, however, there are 

some loopholes, which are as follows- 

 

� ‘Relative’ has not been clearly defined under section 498A and section 304B, 

IPC. As a result of which these sections are being misused by complainants. All 

the relatives of the husband, both close and remote are being implicated by the 

wife and her family. Even those relatives who stay abroad and are not remotely 

connected with the marriage are being made an accused along with the 

husband. Old bed ridden relatives and parents of the husband are also being 

named in the complaint although it is clearly evident that they are not in the 

physical condition to harass the wife. 

� ‘Soon before marriage’ not clearly defined under section 498A. Section 498A 

states that a person will be arrested of dowry death if it is shown that the 

deceased wife was subjected to harassment related to dowry demand ‘soon 

before her death’. However how soon is the ‘soon before death’ has not been 

explained. Lawyers may take advantage of this ambiguity to prove the case in 

their favour.  

� Section 498A also states that the death should have taken place within 7 years 

of marriage for it to be considered ‘dowry death’. This 7 year limitation should 

not be imposed as it limits the scope of this section. Cases where death was 

caused because of dowry demands after this 7 year period will not be 

registered under this section although it may be genuine. Moreover the 

husband’s family can cause the wife to die after the 7 year period and give it the 

name of accident or suicide. 

� The Dowry Prohibition Act legalizes the illegal in a way. Although it strictly 

prohibits the exchange of dowry in connection to marriage but under section 4, 
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it provides a situation where it does not punish exchange of dowry. This section 

states that in case dowry is given to the groom by the bride’s family, it must be 

returned to the wife within 3 months of marriage. It does not prescribe any 

other punishment for the groom under this section. Section 4 goes against the 

basic objective of the Act that is complete elimination of dowry from the 

society. The act should have been strict in its approach and not taken into 

consideration a situation where dowry is still exchanged irrespective of this 

Act. This makes the law weak. Instead there should have been a provision. 

Whereby any marriage will be declared null and void in case any form of dowry 

was exchanged. 

� The Anti-Dowry laws don’t contain any protection and rehabilitation 

provisions. It should provide a way in which complainants will be provided 

protection and security till she can stand on her own feet. Sometimes, if a 

married woman files a complaint under dowry laws, she might be shunned and 

humiliated by the society for going against her husband and in-laws. She may 

not be accepted by her parents as she can be considered an additional burden 

on them. Her life might be at threat for filing the case. Thus it is very important 

that the Act provides for shelter homes to be established and protection 

officers to be appointed who will help the victim to be self sufficient. 

� Anti- Dowry laws don’t contain any provision that provide punitive measures 

in case any complainant files a false complaint. Thus in case of a false 

complaint, the complainant must be strictly penalized for wasting the time of 

the court and causing harassment to the accused. 

� The Act should also provide for the establishment of a tribunal solely 

responsible for hearing cases of crime against women. In this way these cases 

can be disposed off quite fast as these courts will not be responsible for hearing 

any cases other than crime against women. 
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4.2.2 Cyber Crime 

 

Data which was collected from Moradabad Women’s police station and the 

National Crime Records Bureau was analysed. This analysis along with 

observations made and interviews conducted with various stakeholders helped to 

reach the following conclusions- 

1. 55% of the total cyber crime cases reported were from small towns and 

rural areas- 

 

                                                   Figure 9. 

Figure 9 clearly shows that from the 2194 cases reported in India in the year 

2013, 1205 were from small towns and rural areas.  This indicates that cyber crime 

is developing in small cities in a large way. Such crimes are not only committed in 

high technology and industrial cities, as one would expect, but in rural areas as 

well. Maximum cases were reported from such areas. NCRB data also revealed that 

economic fraud and sexual harassment were the two main motives behind a cyber 

crime in a small town.  
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2. Development of cyber crime in Moradabad, Uttar Pradesh. 

 

                                                                       Figure 10 

 

During the last year, i.e. since March 2013 till April 2014, 28 cases of cyber crime 

were reported in Moradabad. In the year prior to that there were 17 such cases 

reported. This shows that the there was a gradual increase in the number of cyber 

crimes, instead of a decrease. 

From the 28 cases reported 19 were cases of cyber fraud, most of them causing 

huge financial losses to the victims. In all of these cases the victim was contacted 

through telephone by who pretended to be government/bank officials, asking for 

financial details of the victim.  

Around 9 cases were reported under section 67 and section 66E of the Information 

Technology Act, 2000. Section 67 and 66E of the IT Act, prohibits publication of 

obscene information in electronic form, for example cyber pornography and other 

sexual offences. In most of these cases women were raped and a video clip 

recording the whole barbaric act was transmitted through the mobile phone.  

Very few cases of hacking was recorded and one case falling section 66A of the 

same act which prohibits the publication and posting of any information which is 
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grossly offensive and of a menacing character using any computer device or 

communications device. 

Most of these cases are still pending investigation and collection of evidence. This 

once again reveals the slow process of investigation by the investigating agencies 

for various reasons which invariable delay the case. 

3. Lack of experienced and trained investigators.  

From the 28 cases which were registered in 2013, in only 7 cases investigation has 

been completed. The rest of the cases are still pending investigation. One main 

reason which the police officers stated is the lack of trained investigators. The 

cyber cell is not operated by specially trained officers who are exclusively 

authorised to investigate cyber crime cases. The cell is operated by ordinary police 

officers who lack the required skill and expertise to deal with a highly technical 

case like cyber crime. In the whole of Moradabad, there are only 8 inspectors who 

already burdened with several other cases to investigate. There is no inspector 

solely appointed to investigate cases related to cyber crime.  Training workshops 

are not conducted regularly to keep the investigation officers up to date with latest 

technology. Moreover there is no cyber forensic laboratory in the whole of Uttar 

Pradesh. The evidence collected is sent to other distant states like New Delhi to be 

verified. This further delays the investigation. Every cyber crime case is registered 

under relevant sections of the Indian Penal Code, supported by the IT Act. As a 

result the investigating officer often show a tendency to investigate the charges 

made under the IPC and ignore those made under the IT Act, due to the highly 

technical nature of the act. Thus officers use the Indian Penal Code as an excuse. 

4. Cyber crime against women. 

Cyber crime against women has become a common phenomenon.  From the 38 

cases registered in Moradabad, 9 were committed against women. Women are now 

targeted through the internet and other electronic devices. From the 19 cases in 

almost all the cases the woman was raped and the entire act was captured in a 

video which was then published. Sending obscene and sexually explicit material to 

women, photographing them in compromising positions, send an MMS involving 

women, pornography etc have increased at a high rate. Women face threat not only 

in the real world but also in the cyber world.  
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5. Lack of awareness among the public 

Most of the internet users are unaware of the various kinds of cyber crimes that 

can affect them and the security measures they must follow. People get easily 

swayed by fake mails regarding jobs and lotteries. They easily disclose bank details 

to fraudsters without authenticating their identity. As a result, as can be seen, out 

of the 28 cases of cyber crime reported in Moradabad, 19 were economic frauds 

and ATM frauds. Many download pirated softwares which are well protected, thus 

making their system vulnerable. Cyber pornography still exists in a large way. 

6. Difficulty in collecting evidence- In majority of the cases reported in 

Moradabad, evidence collection remains. It is very difficult to collect evidence as 

the cyber criminals are extremely difficult to track as they used programs like 

TOR, Onion routing, Multi proxy etc to hide their identity.  

7. Phones used more often than computers by the perpetrators of cyber 

crime- From the 28 cases reported in Moradabad, in 17 cases the phone was used 

by the perpetrator to commit the crime rather than the internet. This shows that in 

smaller towns, the form of cyber crime is not that high technological. Highly 

technical crimes are not committed. Most of the crimes involve sending obscene 

material, sending MMS, economic frauds committed by hacking or through the 

phone. 

8. More reliance on the Indian Penal Code than the IT Act- Some sections 

of the IT Act has been made too diluted as discussed in point 9. There were some 

conspicuous omissions too resulting in the investigators relying more on the time-

tested IPC even in technology based cases along with the IT Act. This reliance is 

more on the IPC than on IT Act. Out of the 28 cases filed in Moradabad, in 23 

cases, IPC was relied upon. The IT Act is not capable to deal with cyber crime 

alone. 

9. Loopholes in the Information technology Act 

The main loopholes in the Act are- 

1. Cyber crime is a compoundable, bailable and cognizable offence- under the IT 

Act; cyber crime has been made compoundable, bailable and cognizable. This 

takes away the seriousness from the cyber crimes. Hence, people are not scared 
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to commit this particular crime. Cyber crime should be dealt more strictly 

where compounding of the offence should not be allowed at any cost. Cyber 

crime can have huge repercussions in society and thus should not be leniently 

dealt with. Every year this particular crime is growing and taking new forms. 

2. Offensive messages- Section 66A prohibits any person from send offensive 

messages. However the term ‘offensive messages’ has not been defined. Degree 

of offensive messages has not been clearly discussed. What may be offensive to 

one person may not be offensive to the other. Thus a test needs to be devised to 

determine if a particular message was offensive, depending from case to case. 

However this section has been made stronger by judicial decisions. The first 

ever conviction under the IT Act was obtained under this section in the case of 

State of Tamil Nadu V.  Suhas Katti. In this case the accused sent obscene 

messages in the name of a married women amounting to cyber stalking and 

email-spoofing. 

3. Child Pornography- Section 67B remains vague in some cases. From a prima 

facie reading of this section, it is not clear whether, drawing depicting children 

in sexual positions, fantasy play-acting by adults, cartoon showing children in a 

sexual manner etc are also included within the definition of child pornography. 

Apart from this ambiguity, this section is comprehensive. 

4. Blocking of websites- the IT Act, has entrusted the government with the powers 

to intercept, monitor, and block websites. But there is no specific guidelines 

regarding blocking of websites. There is no provision of checks in case the 

government misuses this power. There should be a separate committee 

constituted only for periodically reviewing and auditing cyber content. 

However, it must also be noted that the government has very rarely used this 

power keeping in mind the privacy of the citizens.  

5. No provision for local cyber response teams and forensic laboratories- the 

Rules and Laws in force in India regarding cyber crime provides for the 

constitution of CERT-In which is the nodal agency for cyber forensics and 

security. However there is no provision for establishing local response teams 

and laboratories. This is a reason for delay in investigation of cyber crime 

cases. 
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6. Awareness- There is no serious provision for creating awareness. Thus 

government has not taken any strong action in spreading awareness about this 

legislation among the public, especially about the various types of cyber crime, 

remedy available and adjudication issues. This act is highly technical and must 

be known by all the stakeholders for this act to get properly implemented. 

7. Jurisdiction- this is another issue which has not been satisfactorily dealt by this 

Act. Although this act is extra territorial, however, it is not backed with 

provisions recognising orders and warrants for information issued by 

competent authorities outside their jurisdiction and measure for cooperation 

for exchange of material of computer crimes between law enforcement 

agencies. 

8. Internet Service Providers- There is no strict direction to ISP’s to block illicit 

content. They must be made responsible for any crimes committed by their 

network and must be instructed to block and filter such content. They must be 

instructed to block all pornographic sites. 

  

 

 4.3 Gap Analysis 

� Legislature 

The legislature is the body that makes the laws and legislations. They must not 

but do so after intense deliberations and discussions. The laws should be 

comprehensive and adequate. They should not contain any discrepancies which 

might weaken the law from effectively combating crime. Law making should be 

flawless. Without good laws, no society can be crime free and just.  

The legislature has done a commendable job in enacting the Anti-Dowry 

Legislatures and the cyber laws/policies. These legislations are extremely 

comprehensive and well formulated. However there are certain ambiguities and 

omissions in these laws, as discussed in the previous sections. These loopholes 

have weakened the laws a little and allowed it to be misused.  

 

� Judiciary 
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Judiciary comprises of the judges who adjudicate a dispute to determine the 

outcome.  The Judiciary is responsible for enforcing the laws and providing relief in 

case any person is wronged under any act. Judiciary is responsible for 

implementing the rule of law in Society. Judiciary must determine a matter with 

due process of law and be unbiased. It must deliver quality justice within 

reasonable time as, ‘justice delayed is justice denied’. In India the Supreme Court is 

the apex court followed by the High courts and the district courts.   

However in reality, there is a huge backlog of cases which the judiciary is 

struggling to dispose. There is massive pendency. Justice delivery is excessively 

slow and expensive. Many cases get withdrawn merely because the plaintiff is 

unable to fund the long drawn legal battle which goes on for years. Moreover there 

is no accountability in the judiciary. There is no one to check the powers of the 

judges, which often get misused.  

� Military and Police 

While the legislature is responsible for making the laws, the executive is 

responsible for implementing the laws. This they carry out through the police force 

and bureaucracy, comprising of the public servant. The police force is headed by 

IPS officers and is accountable to them who in turn are accountable to the 

executive wing of the government. The police and the bureaucracy have been 

entrusted with the responsibility to maintain law and order, carryout 

investigation, enforce the laws, basically check if the laws are being abided by the 

citizens so that peace and harmony can exist in society 

While analysing the data, one issue became evident that is the failure of the police 

force to discharge their duties. The dowry laws are being widely misused. A large 

portion of the cases that get decided in court results in acquittal. This indicates that 

the police did not carry out their investigation efficiently. Had they done so they 

would have been able to detect the false cases and not send them for trial. 

Moreover, there are instances where the police refuse to register FIR to avoid work 

as they are already overburdened. They do so to show that the crime rate in the 

area under their jurisdiction is very low.  In case of cyber crime cases, the police 
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are not adequately trained, hence, are not able to investigate the cases properly 

and locate the criminal. Most of the cyber crimes go unreported and very few 

reported cases go to court for trial.  But the police can’t alone be blamed for this. In 

Moradabad, there are only 8 inspectors in 21 police stations. They are already 

overloaded with work. Because of shortage of staff and resources, they are unable 

to discharge their duties. The officers who are responsible for law enforcement are 

also responsible for investigation. Thus they are unable to focus on one particular 

function. Hence, the quality of both law enforcement and investigation gets 

affected. Cyber forensic and investigation requires a lot of skills and training in 

technology and development. In Moradabad there are no trained officers who are 

in a position to deal with cyber crime. This is done by ordinary police. They don’t 

even get regular trainings so that they are up to date with the latest technologies. 

There are no local response teams and cyber forensic labs. Because of this 

evidence collection and verification takes time.   

� Legal Professionals 

They are the advocates, judges and other judicial officers, who are responsible for 

practicing and providing remedies to people who have been wronged. It is their 

responsibility to help people seek redressal of their grievances and administer 

justice.  They are required to implement and enforce the laws along with the 

executive and police. They must provide justice impartially and strictly punish any 

wrongdoer for the crime committed by him.  They should not manipulate the laws 

and take advantage of its loopholes. But in reality, advocates often aide the 

complainants in misusing the laws as in the case of the dowry laws. The victims, 

spoken to during this research stated that their advocates ask them to include a 

dowry charge in their complaint even if there is not dowry involved. The advocates 

help the complainant to manipulate the weaknesses in the laws in their favour. 

Further, they file frivolous applications like adjournment applications, to delay the 

proceedings and prolong the case. They apply various other delaying tactics to 

waste the court. 

� Civil Society 
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Laws have been enacted to protect the citizens which comprise the civil society. It 

has been enacted so that the rights of the citizens are protected and they are 

secured from any kind of wrong. Laws inform the citizens of their rights and duties 

and also show them the way in case any wrong has been committed against them. 

Laws tell them what is right and wrong. Thus it is their duty to behave responsibly 

and abide by the laws so that they can live in a peaceful and secured society. 

Without civil society, law has no meaning. Thus every single person must abide by 

the laws governing them.  

However, in reality there are far too many people who don’t abide by the laws. For 

example, exchange of dowry has been prohibited in India, but dowry is exchanged 

in every marriage. No one complains and no one is punished. Women who have 

been protected by the Anti-Dowry legislations are filing false complaints and 

misusing this law which has been enacted in their favour. When it comes to cyber 

crime, majority of the people are not aware of the provisions of such laws. They are 

not aware of their rights and security measures. Thus, many cyber crime cases go 

unreported as the people don’t know what is a cyber crime and who to complain. 

This makes them more vulnerable to such threats. 
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5. Recommendations, their Scope and Strategy for Implementation 

 

 

5.1 Amendments in the Laws 

Scope: Although the laws relating to dowry and cyber crime have been amended 

and updated to keep pace with changing times, but certain aspects of the laws still 

need to be revised. Some amendments and modifications must be made to the 

current laws in force in India, to tackle the crisis situation India is facing in terms 

of dowry harassment and cyber crime. 

Strategy: The changes that need to be brought about in the Laws have been 

discussed in detail in chapter 4. 

5.2  Police Reforms 

Scope: As has been noticed, most of the dowry cases being tried by courts, turns 

out to be false. This means that the police are not doing the investigation properly 

and sending false cases for trial which ultimately ends in acquittals. This wastes 

the time of the courts which are already overburdened with a plethora of ending 

cases. An increase in the number of false cases also affects the genuine cases, as the 

justice delivery of such cases gets delayed. 

Strategy: In order to prevent the police from doing shoddy investigations in case 

of dowry allegations filed with them, which ultimately wastes the time of the court 

and interferes with the administration of justice, the whole investigation process 

must be supervised by a senior police officer, who will be individually and 

collectively along with the police officers in charge of the investigation be 

accountable for the quality of the investigation. Incentives should be awarded for a 
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thorough investigation. On the other hand punitive measures should be given to 

those who do a shabby job.  

 

5.3 Marriage registration made compulsory 

Scope: Under the Dowry Prohibition Act, exchanging gifts in connection to 

marriage is permissible only if it is given without any demands being made for it. 

Moreover any gift exchanged must be listed and signed by both the parties to the 

marriage. This direction provided by law is being blatantly violated by the people.  

This provision is also being widely exploited and taken advantage of. Dowry is 

being exchanged in the name of gifts and in some cases gifts exchanged are being 

given the name of dowry in the future when any problem occurs in the marriage. 

The exemption given to ‘gifts’ under this act cannot be altered, as that will prevent 

parties to the marriage to exchange gits out of love and affection. Thus if the parent 

wants, he/she will not be able to give any kind of gifts to their daughter of son-in 

law voluntarily. 

Strategy: Registration of marriages should be made compulsory. The registrar 

must agree to register the marriage only when a duly signed list of the gifts 

exchanged by parties during the wedding ceremonies is produced before the 

magistrate. This will ensure that the gifts which are exchanges during marriages by 

the parties voluntary are not later on tagged as dowry by either of the parties. 

5.4 Single window rehabilitation centres 

Scope: Sometimes, if a married woman files a complaint under dowry laws, she 

might be shunned and humiliated by the society for going against her husband and 

in-laws. She may not be accepted by her parents as she can be considered an 

additional burden on them. Her life might be at threat for filing the case. Thus it is 

very important that the Act provides for temporary rehabilitation centres to be 

established and protection officers to be appointed who will help the victim to be 

self sufficient, so that she can be self-dependant. 

Strategy: Single window rehabilitation centres should be established in cities and 

towns to provide legal, psychological and medical assistance, job-oriented training, 

placement and temporary accommodation to dowry victims. This will encourage 
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more such victims to stand up against dowry harassment, as one major reason 

they wish to remain silent is the social stigma the women have to live with once 

they are thrown out of their marital home due to various reasons. Most of the 

times, they decide to compromise and endure the dowry harassment they are 

subjected to. For this purpose both governmental and non-governmental agencies 

should collaborate. 

 

 

 

                                                       Figure 11. 
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5.6 Awareness Generation 

Scope: People should be made aware of the various cyber crimes they can fall 

victim to and the various security measures they must undertake. Most of the 

cyber crimes take place because of some mistake made by the victim. Public 

awareness can curb cyber crime to a great extent.   Awareness about dowry, also 

need to be created. For this purpose the media and the government agencies must 

join hands. 

Strategy: Awareness must be spread at all levels, stating from educational 

Institutions, corporate houses, government sectors, social sector, rural areas etc. 

All these stakeholders must cooperate. Governmental, non-governmental 

organisations and the media must collaborate to spread awareness. The following 

measures can be taken to spread awareness: 

1. In educational Institutions-  

- Support groups should be constituted in educational institutions, both 

government and private, comprising of both male and female students to 

promote the resolve of refusal of marriage if there is dowry, and to support 

the struggle of young people against parental pressure.  

- Cyber security workshops and seminars can be organized in educational 

institutes. Certified Training in cyber security measures can be provided to 

certain interested students with the required degrees who can later be 

provided employment in this field.  

- A course on cyber security can be started as a part of the curriculum in 

schools and an advanced course on the same can be made mandatory in 

every college/University. 

- Competitions can be organized among schools, where they can be given a 

social cause like cyber crime and dowry and asked to create awareness 
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about these causes. Winner can be declared on the basis of the extent to 

which a school was able to create awareness on these issues. Scholarships 

and paid internships can be awarded to the winning school.  

2. Social Sector- 

- Social sectors have a wide reach. They work at the grassroot levels, in the 

villages, slums, old-age homes, rehabilitation centres, shelter homes, 

schools, red light areas/brothels etc. There is an NGO working for every 

social cause. Thus it can be made mandatory for every Non-Governmental 

organization to conduct an awareness workshop on dowry and cyber crime 

in all the areas where they work, irrespective of the social cause they are 

fighting for. 

3. Media- 

- Use of social media like twitter and facebook to create awareness. There 

must be a government body solely responsible for creating awareness. They 

can open facebook and twitter pages to create awareness by discussing case 

studies, present threats, security measures etc. They can also organize 

various competitions like paragraph writing, quiz, slogan writing etc online 

in order to attract attention. 

- Television has the widest reach. In the present times, there is a television in 

every household even those staying in villages. Thus advertisements can be 

created on these issues, like dowry and cyber security which can be shown 

in between television programs. These advertisements can also be shown 

before the starting of any movie in the theatres.  

- Print media can also be used to spread awareness. Articles on cyber 

security incidents, security measures, threats, anti-dowry laws can be 

published in all English and regional language newspapers and magazines. 

4. Government- 

- As mentioned before there must be a separate  cell at the central and state 

levels  solely responsible for creating awareness on cyber security and 

dowry, operating from within the Ministry of Information and Technology 

and Ministry of Women and Child Development respectively. 
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5. Internet Service Providers and communication providers- They must be 

directed to send regular updates about cyber security incidents, present threat 

and security measures to their customers. 

6. Corporate houses- Must conduct regular seminars and workshops on cyber 

security. 

 

 

                                                               Figure 12. 
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be made in the annual budget. The budget does not contain any provision for cyber 

security measures. State as well as central government must appoint a minister 

and constitute a department solely responsible for dealing with cyber security 

issues. A research and development cell must also be constituted at the central and 

state level to develop innovative techniques to curb cyber crime as cyber crime is a 

high technological crime. Funds should be allocated by the government for this 

purpose in the budget. Furthermore, government must enter into agreements with 

various reputed technical institutes to recruit qualified and competent students to 

work as analysts and researchers in the R&D cells.  

5.8 Punishment for those who misuse the laws 

Scope: The Anti- Dowry laws are being misused by women to a large extent. Thus 

immediate measures need to be taken to prevent such wide-scale misuse of the 

laws. 

Strategy: If a party has been found to make false complaints of dowry, which is the 

unfortunate reality today, strict punishment should be imposed on that party. This 

must be done to deter parties from misusing the dowry laws in the future. 

5.9 Collaboration between countries and corporate houses 

Scope: Cyber crime is highly technical in nature. Every year these crimes are 

becoming more advanced and high tech. To tackle these crimes modern and 

advanced technology must be used. New technologies must be constantly 

developed. Outdated and old technology won’t suffice 

Strategy: As cyber crime is a global crime, affecting every country, concerted 

efforts must be taken by every country to combat this menace.  Countries must 

enter into trade contracts to export/import technologies and techniques to combat 

cyber crime. In this way advanced countries with advanced R&D will be able to 

help other countries to prevent cyber crime. Moreover agreements must be 

entered into with IT Firms to develop advanced and modern technologies to 

combat cyber crime. 
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                                                           Figure 13 
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Strategy: A compact cyber crime detection mechanism must be developed to deal 

with collection of evidence from computer seized at the scene of crime by 

extracting hidden or deleted information. Biometric techniques can also be used in 

identifying the real perpetrator of cyber crime. For this purpose a computer R&D 

must be established. This can make evidence collection easier.  

5.12 False email-identity registration be treated as an offence 

Scope- Cyber criminals often furnish fictitious information while registering 

themselves for an email-address with a website. This false and misleading 

information helps the criminal to suppress his real identity. This misleads 

investigation. There is no provision in the IT Act to prevent registration of a person 

for an email address with a website by providing false information. Thus 

punishment must be provided to such a person. 

5.13 Changes in the Judiciary 

Scope: There is a huge pendency of cases in the judiciary. As a result justice 

delivery has become extremely slow. The quality of justice has deteriorated as the 

judiciary is somehow struggling to cope with so many cases 

Strategy: What needs to be done is to determine the number of judges required to 

dispose a case within a prescribed time, assess the shortage of judges faced by 

every court and make the necessary appointments. Vacancies should also be filled 

regularly. Every judge must adjourn a case only when it is absolutely necessary 

after he is completely satisfied. Moreover there should be a performance 

assessment system in place for every single judge who should be held accountable 

in case of poor performance.  

 

 
 

 

6 Suggestions for future work 
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 The topic, ‘Primary Data Analysis and Research on Laws’, is a vast topic and has a 

lot of scope for further research. Research can be done on the following areas- 

� Survey can be conducted among the public to analyse the rate of awareness 

about the laws. 

� Each cyber crime can be researched in detail 

� Cyber crime and Intellectual Property rights 

� Other laws like the Criminal Amendment Act,2013, Prevention of Sexual 

offences at workplace act, Motor Vehicles Act, the property laws, Labour 

laws can be analysed to check how far are they being implemented. 
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7 Conclusion  

 

 

India has thousands of laws. News laws are still being made to address specific 

issues. Some have received the Presidents assent and some are still pending 

acceptance by both the Houses of Parliament. The question is how far have these 

laws been able to meet its objectives? Have the laws so enacted been able to 

establish a crime free society? Have the enforcement agencies been adequately 

equipped to implement these laws? Are these agencies facing any impairment in 

addressing the law and order situation under the existing laws and if so to what 

extent? Are the citizens feeling secured under these laws? This research paper 

strives to answer these contentions and many more.  

 The literature study alone unveils the various problems affecting the laws and 

how these problems have contributed to the increase in the incidence of these 

crimes. The data analysis done so far depicts the true picture of the alarming 

increase in the crime rate and the equally slow disposal rate. Thus there are flaws 

not only in the laws but also in the entire criminal justice system which must work 

in tandem to ensure a crime free society. 

The data analysis revealed the major trends and developments seen in cyber 

crimes and dowry related offences. A few suggestions have been given in this 

report. Efforts must be taken by all the stakeholders to make the laws stronger, 

implement then and work towards achieving a crime free society. 
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“The highest measure of democracy is neither the 

‘extent of freedom’ nor the ‘extent of equality’ but 

rather the highest measure of participation.” 

- A.D. Benoist 

 

Rakshak Foundation creates awareness domestically and internationally 

about the rights and responsibilities of citizens towards the society and 

state. Rakshak engages in and supports social and scientific research on 

public policy and social issues. 

 

 

     GET INSPIRED               IDENTIFY YOUR PASSION           GET INVOLVED 
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Email: secretary@rakshakfoundation.org 

Website: www.rakshakfoundation.org 

 

Disclaimer: This report is an outcome of a student project and the content of this report represents the views of its author. 

Neither the report nor any of its parts represent the views of  Rakshak Foundation and/or any of its affiliates and officials in 

any capacity whatsoever. The figures and facts used in the report are only suggestive and cannot be used to initiate any legal 

proceedings against any person or organization. However, the author shall be extremely grateful to acknowledge any 

inaccuracies in the report brought to author’s notice. Please email your suggestions/concerns to:  hr@rakshakfoundation.org] 


